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P 3ki: www.bitcoin.org

52 AXRE T M TAEE SN SR REAGETFIL AL, CHEFAER I
e Akl — F BRI XL A =T, FRAREZBIEME RN &KL
F %% (Digital signatures) 3R T XANFM, 12240 R REZFH =7 09 LH
7 A6 Bk E ¥4+ (double-spending) #935, A 2 XA R KL KE T AL,
EA(we) £ IR h —FP ik 5 5, HIE R R SN SR TEST, HFHERE XL
AP, %M %8 T A F) (hashing) 3 4R35 e L ad A (timestamps)
e MAFN— AT B 69 R T AT 69 T/EZ4E9 (proof-of-work) #94% F4k
AR Bk, RIETHZREHRG T/ TIER, BRYLHOCEHFART LR RK
89 4% 5 AR AWML 2] 09 F 4 A7) (sequence) #9IER], w AALEME R E CPU
R ) K H e (pool) o REBKR S48 CPU #HILak ) AR A AT S F R R &
WifTHE, RAREGT EHSERRKY., BILEH G- F. INMREAY
FEYEBBGEET V. BERRXE A LELRAEE T, T .5 (nodes) T AR I &
FhEHMARML, FHRRG IS IERSFEALEZT EBEM A LGS

#3ER

o

1. s

B BRI 5, T80 ZEAE B SRR /Ry mT B A5 M0 58 =07 R AL F TS0 AHE B
BIREARZHAE N T IX KRG A R, (H/RX K RGATIIR A A 32 ) T 115 F Y
1" (trust based model) K155 /. AMITGIESEI AR RIZE Sy, PRI S e A n]
Fedb o PR S BRI, WatEInAZ SRR, I BRG] 7 SEBR AT AT B
AE G, WIRE] T HH R NISAAE G . I B ERRIGE T, RE ARG A S 2T
EIRTR, W RERZ AW S TFB, BI5 Z i R RS2 IR RO T AE IR 5K 1 T e,
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TR B G RTTIAEE. Ak, PUAR R A0 3 CREF/ANOERT, BTl g -~ =i
FERNBERAN NGB TTEBRI AT Jyrh,  — & el RRVEME 2 P AN 9 2 AN Tl e i),
FHRA RN P AL B . TAEAE RIS S OL R, RO 3R 5 = J7 (5 - A 147
T, TXECEE O BRI SCAS Ir) b AN 5 P 0 2 T LA e T

FTEL, BATARH 5 B — R ST R S8, B TR B AR TE M, SR
BRI T, RE ERGHATSINY, WA EE =J5 A S5 . A48 RR (reverse) LA

AE S IRTRE, IXAURT LLORSF R E B2 5 G THRVE s T T AR AR KK K, FEREIAEE T
VLI S =T HORHLA R R AR I P . EIX RS0, AT (we) K4 th — T ox
s A 2 TRVRIAR 55 4 oK A Fe M R T8 BT JE RS I 0 LA SR K L 732 ST, AT g R XL
SCAF I R EESR Y R P b TSR B AT (AT, KT A 5k R 1 (cooperating) Bk
MTHERE IR, 1RG4

2. % % (Transactions)

Tl L, —HMHBFIRM (an electronic coin) XM —HFHFEH: A AHEE
I HFRT—IRAE G R — LA A4 (Public key) 258 —ANBENLE IS 74544, HEE XA
A IEX M T I MARRE, HFIRMmEAES T N rEE . Mm@ 25 4 i
ITHEER, BRI ZBE 2 T & .

% 5 5L By L)
AT 411 A7 #72 AT 3
(URAYTS! A H (255
=1 T
: ¥ : ¥

B | RaHnAE | mm%
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IRSE0) Al {1 #11 BT 142
1] 25 ] 1725 %1 (425 1)
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PR AT, SGRNKEAER S, Z AT S, R AT I ma T 1
XUHE Ao G H IR TS, B SINE R R EE =05 BUE,  BE R TE M) (mint) KA,
KRB G TR S, AR IR SO AR B S AR R, MR T I Mt EaE m
JIEle, T S ORAAT ORI R R T ARG ) BT TR, A RAEA R
IXAERLRENE BT XU S A Al AR R TT R T, BT R S A is 58 U B
&M aE, RO RS MELZE T WA, IS Mg o SR .

FATTEWCRNA R TT%, Be R AT T & AR B R AR 5 SE i 44 .
W EE, NTIEBEK, SShr ERNFERER R R TARZ S AR ERAL 5, AT ER
HIXERZ G REZ JERB A WE MR AT IR RS RGN, A AE—1)
TIEHORESRE AR LT A AL 5. i BRI, &h) REAERL S, JHFHRIGE
TG IS EIT « WRAREAE T R HEBR S =T AL, I ASE 518 BN ik
AFFEA (publicly announced) 1, FATHFEEN REANMTIGS5E, AWM R
SEG Ao MUK T EERAORAEAZ 5 J1 18] 48K 22 B =17 s BRI [ A8 S o i O H 3

3. IF[A]ELAR %5 %% (Timestamp server)

AT G PR I TRV S5 28 o I TR 55 s 3 5 o) BAIX B (block) 1B 3047 A
8 — A ST BE AL S T In Lt ()8, R BB HEAT ), AR AL ) st 5 ]
HMZ% (Usenet) IR —HF2zas. AR, %I [BJBRAE U5 UIE SRS E e b IR T ILH5 E I Z12
FAAFAER, DO R RN ZIAEAE T A BESRIUR L (I REATLRS AR o 5 I TR BIS 2K Hi— i
[T ERAN N FLBENLES M BBl 5 A T BN 2 AT 8 — /> T8 BRiE AT 1 5 (reinforcing) »
ZAEAE R T — M (Chain)

1
W Dai (#ffi) ,ascheme for a group of untraceable digital pseudonyms to pay each other with money and to enforce

contracts amongst themselves without outside help (—Ff G fth B H—F {12 4 FERE A P F0AH FL SO AT R0 A Al <y R HLAS 75 22
SEA P BIEI I EHLE]D |, “B-money”, http:/ /www.weidai.com/bmoney.txt, 1998

* H Massias, X.S. Avila, and J.-]. Quisquater, "Design of a secure timestamping service with minimal trust requirements," ({E1x
IMEABAE R SR %t — PR [ 8RR %545 ) In 20th Symposium on Information Theory in the Benelux, May 1999.

3 S. Haber, W.S. Stornetta, "How to time-stamp a digital document,” CEFEJHF SO MBI In Journal of Cryptology,
vol 3, No.2, pages 99-111, 1991.

* p. Bayer, S. Haber, W.S. Stornetta, "Improving the efficiency and reliability of digital time-stamping,” ($&F} T B [BIE2CR
FIR[5EME)  In Sequences 11: Methods in Communication, Security and Computer Science, pages 329-334, 1993.

5 S. Haber, W.S. Stornetta, "Secure names for bit-strings,” (L7512 4% %) In Proceedings of the 4th ACM Conference
on Computer and Communications Security, pages 28-35, April 1997. on Computer and Communications Security, pages 28-35, April
1997.
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X X b

4, TAEEIFH (Proof-of-Work)

N T AE RO R R A 2 B O I TRV AR 55 4%, AR iR AR st T ) o 5% 2.
—FETAERAEN, BATEFE—NFMUT Y- (Adam Back) AHTHEH FIMA L4 (Hashcash)
©. TEBTRENEIZ SN, TAEREIIHLEI SN T 33— A R 09 T, L)y SHA-256
N, BEHLEOMED D EEA 0 JTah. BAlEE 0 MEHEK BT, $RB1XM I & E M TR
K RIHOG G, (kg RAL TR — XL is 5.

BATEX Berp 4 — M BEHLA (Nonce), IXAMREHLECEAEAG 1245 52 X B A REHLEICA E HE I
TITHRHRIRAZA 0. BATES R EZARIKBXANFELE, KRBy PRI E T —
AN TAFRIEMINLE . R EZ CPU FEZR M LA EREW I 2 1% TAF BRI, B ARRARE R 5E
B S AR &, ZXBRAE BT S BT )aMIX B B X R 5/, BT
FHERZXRPRELR, BUEHEER SR 5T X R4 T,

X Hh X B

B BB FLEE BRI Lt IR L0 el KLY

Tx Tx Tx Tx

R, % TAFEIEMINLHE MR | AR AR R, R RZHIFE. R RERS

e A Back, "Hashcash - a denial of service counter-measure," (#7584 ——48 48R 55 20k i s il 732D
http://www.hashcash.org/papers/hashcash.pdf, 2002.
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Hr gy A TIPHE R, —IPHihE—5%, TR AWRA AMH 7 B EIPHE ALy, %L
HILIIR 1o T LA BRI R A ST & —CPU— 5. R IR E RIL R EE,
RONEBRKRIBER S TR TAF R WK ZHUKICPU SR Y iz, AL R B 2%
K AR PRI B RE G, R A e S 2% . A SRARZONY I X Bedb AT B e, Mok
WA IEE T SE B IX B AR B AMINZ X R J5 T X AR R, R R AR s
M AR BATRAES SCEN], B — MBI B B LR R X, A sl i
R EIREACIRI

FARER, SRR A E R, B RS SRR SAIRER. TR
PLXAN A 8, TAE &E B A MERE (the proof-of-work difficulty ) K5 % Fl # 50 °F- ¥ H br 0 77 3k 8652
B4 X i 1] A /NI A B DX R s O — TR P 28 an SR IX B AR e i e e, IS4
HMEE AR

5. W%

FEAT I 24 10

1) iz oy i & ptAT 4k

2) BE—A ARSI AE 5 A5 BN — A X e

3) BRI RS SE B R X B 3R] — AN BAT e g 3 L ) TAR R UEM 5
4) BN RRE T A TERIEY], et g AT

5) HHICHEEERX B B 5 820 A HZ AR, HAbY 54 A R
2 XA R

6) HAT RARRAATER R X B, RSB Tr %, MR AR IZIX AR, i
WX R DUERAZHE O, TR % 32 X B BE M LAY B9 e 13 X PR BE L ARSI

T RAR A B K B BE SR BRI B A, IR RFEE TARAE R . QR AT s[RI T
FEA TR BB X, I8 A FAt 1 AR IS B2 X B I 18] _ B AR S e 20 . ik fiie, At
TR AE RSB R X Bkl E3EAT TAE, (EHRSORE S, TR & R K85 .
ZiER (tie) MITHZELEER T — A TAFEIEIBORIL, 1A 1 — SR BRI IO B I —
o BALET 500 SCREA ETARIIY mOR RIS, IR RS £ TR,

FrB B S5 %, SEhR EATEARA ST A, REZSEBREELEE
A5 i, B LA TR AR PR R St — AN X e T XA 3o 4 25 7 (015 B2 B B BE )
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o IR — AT BRI E X, A% RO I E Cohk 7R, it L
Seth B O R EZ X RIS K .

6. Wb

AL E I BRI — B Gy AT RIARCAE B, 258 5 A Z X g
A RE R T 5. RPN T RSCRRZ I B0, FFAEBCA o B RAT 52T
MR oL T, SRAE T —FloR B 52 M o S BB W ) — RPOR . X ReRE— e SR O R AR
IRBIGT ARG WA, ARH AT FE 9 B B2 0 R s e E A BIRIE U BEi
CPUIF IR [RJ AT R 733 A RIS V1 FE A B

TIPSRV 22 5 % (transaction fees)  UIRFZEAL 5 (Mt (B /N FHINME, -
WAZZHRAEAE T B LS5 TR G I Z X SR . R SRR E HeE R 1 B St
NV, A4 B LE AT USRS O e K EE A 5 9, A AT T AR GEl REWS G il B i
k.

Bh RGBT BT SR SRS, W R A SR A ek RE S TR A LT S N
INERIEE L (FICPUTHE 1, It —AN g8 B T se TIE- AR B 7
e, SCE I TIAT U T . At S R, FEERIUAT S sk TAE = A A
AT ROAZEE S R A 2 B 708 M, M AR KRG AL 5 E
(OESE ERE
7. [RICRE A 2 R

WIR LA 5 AN T 2B 2 Xzt AEAm Al LLEFFZAL 5 2w s, L

IR 22 0] D 1 RIS A AR AN 3 X BENLROIME, <2 M5 B BENLECTIRY, BE Rl —
i Merkle # (Merkle tree) 7[R, 43 AR (roo) BN 1 IX R BENLENSIME . 8T 1%

W (tree) HI735CikER (stubbing) HIJ7iE, ZXHUmMBER L. 1A A AIBENLELS B A2
TRAFHT o

"R.C. Merkle, "Protocols for public key cryptosystems,” (A$2510 RS 1) In Proc. 1980 Symposium on Security and
Privacy, IEEE Computer Society, pages 122-133, April 1980.

S. Haber, W.S. Stornetta, "Secure names for bit-strings," ([L45F75H %474 ) In Proceedings of the 4th ACM Conference on
Computer and Communications Security, pages 28-35, April 1997. on Computer and Communications Security, pages 28-35, April
1997.

H. Massias, X.S. Avila, and ].-J. Quisquater, "Design of a secure timestamping service with minimal trust requirements,” (£ /)
WS A T &Rt AR 25 %% ) In 20th Symposium on Information Theory in the Benelux, May 1999.
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[X. " | g X g i A
: X e, X Bk X B, [X ek
B 2 B cHfn B8 e Z fTmeRla b
IR TR
e e | e [_roves |
.!‘.‘3’1‘?:' ..‘.’?.”f’.‘?j. .E“}‘f‘l .“.‘.‘f@.- saez .,E‘*“,ini.
<0 Tx1 ™ T3 Tx3
LiMerkleft 12 ALY 1) 42 &) FFTx0-2 X B g
AEZHEBMXPSL (Blockheader) K/AMUA 801, Al RIA 1B E X P s 32
L0 5P—A, IBafE 7 BIE4.2MB. (80 bytes * 6 * 24 * 365 = 4.2MB) . 2008
F, PCRGUEHE MNAFAE NGB, #HIRB/KERKTE, BIADR R XYCLAA i T A7
ZHERAS I T
8. WML AN (Simplified Payment Verification)
FEANIBAT e RE M 2819 SO T, MREIE XS ST HEAT R S . — AN P 7 AR B e K ) AR

AR BRI X YRR UL, En] DU R 28 Ak it i), BBV ERE B Ol s,
JFRe A merkle [¥)73 S A E O LI EBOF AN XBEAIRAZ 5 T sl i BATRIS %
A2 5 (AT Rk SR A AR AT RE R, (EEIL B M BB M B, BB E B Y S
e, IF BT RN X gt — A e 25852 .
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TSR A

X e [X H sk X Ha 3l

—tof sowsm | [ eas »f sawpsie | [ mas ] »of smenie | [ mas

T8
Merklebd [-IPITX311) 4

‘IIme | mIEs

Tx3

UL, WESNSER Y R 7R, LRI RN (B2, BeRg AR
1SR BGE R, KRR . UYL mURENS B ATIIINE 2 A Rk, R I
i H RENE A ORFF TS A5, TR IOML S 4B B AR R (fabricated) 22 53K, A
A ANTATII RIS R, REAMITABL T — DRI, B2k ik, W BRI
FESLZIIT 6 T B E 5 AT ) X R 5 I 5e 345 2 BUERHE B IA — St AT FE . 3T
H 2R A KEWATHI R, TR A BT 1A SRR A, DURRFBORI AL
SEATEATRG 6 R PR T o

W

—[ ;
»

3t
#
 J

-
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9. M4 A 5%%] (Combining and Splitting Value)

ERIRAT LSS B 0] B B EAT AR B, (ESR XS T — A B T S A kS — TRAE S s
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R R IME . N T ERIME S THE S H], PR T A Z R AR
— B F R R AR T RAE M RR BN, B0 B LA A RN TS 5 3K A
IR, HME&REZ EGWA: —AMHT, 3 MHTHRE (Wd) .

i BRI, BB H KT RN Z 2R R 5 & BT 225,
HARXIFAAFAEARAT R RO AN TARMLH AN TG BRI A58 2 i A 2B IR AT 52 5 3 52 o

10. f&FA (Privacy)

{1 GRRA KT

g 5 2 - — % 5 o FEENE | gl ZENF S

7 K L Y

S8 %5 e A%

gt m) BT 5 NS 5EH R T e RN FEFA R, PO Al SRR 28 =
T RWEZ 55 BRI A2 BRI . (HR ARG S 5 5 B AW HEAT 4k, BURIRE R R IIER
T o BB T AR RIRY: B APARFEAE A . AR RINE B DGR AR NG —
SERCEMI LTRSS T 550N, (BRI ZAE 5 RIS E N AR, a2,
NARMELUIAS, XA TSR, X FIBERA S i kAT IS SRR, & FRE LR
M TE] 22 5y Bl R AE S H ATl i, (B 5 X005 M B i 5 B A TiE iR -

VRN TR 1, AP 3 Rl AL RS S A e — Bt i, DU (RO 258 5 A
BB -ANIFENPAE . AR TAAEITRA, —ERRE EREEIE R AR R, DA
HATHI N R IZ LT TSR T 7 — DA # o Bei R XUAE T, i R AR — A AP0
WE TR, A2mtr LUBH H L N ERZ A5

11. i85

BRI T 5t — AT kB PO ST w7 AR AR S R i AU X B . B ETA
FURX—HE, ERBNRGMIFEIL S AZH TR S M EE T, i s enE i
H, SEESANETBEEERNT M. KRN R AL BTN S, ML IS /K
EAGES —ME T ERE R, B F fe i, RERELMLE L SEE,
I 1 Pl = m At P 25 0 N K

URSEEE SR AN B T B FEA 2 M58, AT DL XYW EENLIE L (Binomial Random Walk) K 4
o BRI E SRR T — N X, AT+, T SR M 2 B Y 2%
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PHER T — X, (R ZER-1.

Yo AN R — BE e Z BR AT se e, AT DAV A (U AE AR ™ 1F) @ ( Gambler’s Ruin
problem) . fEE —MEGEIG LIRMIESEH, REHFEHATIBERECA LTS S, WA
HAN EE AT IBARAT LTS AR L7 2SR, R i et s i gk,
WiN Frows:

p = VRSN ARG R A SR
q = B il T A R AR

qz= B B2 1 2 N X A 2

1 ifp<q
qQz=qz .
O~ ifp>q
p

€ p>q, AT IR SR Dy X B A T R B R . i TR R Gl
HIEON, WRA A RE SR I HARBIBIRAG T, B AABIRAT I AIHL 2 BE 2 I 18] AT A2 5
BRI AT — DGR T ZEEAF 2 M H], A BE A UEH 5 RN S 2R nfl LUSE 252
5 1o WAMRBATRN R — DSt #, A EAEBGRAAE — B TR WA S C Al ik T
SRJE SLRIRE SCAT R B S AT 4 H 2o BARGRN I 2 K BLIX — 5i, (HI .

WK NZE R T8 K — X s AL, SRR R — SR I T A BT AR AR . 1K
FTABTIE DU DL AP RN TS HE G 4 — > XCERBEIR R st s X Bt ATis 5, J 3z ik
Al DXCERBE B 1 RSB 2k, A SLRIBAT S . ki, HER - ERH, BahiE sor
g e — S TS B AR I P AT SR

REMCRNKGE R 28 o MBUE A X, SRR AESE Bz KRB L5 . e, fh 52k

ABEFVIRIE S T Cait e 72 /A X, (BRI SE X HUREAE 31 2 TUYI 8] L™ 42—
ANXBRE, AT TR — NERR A, AR E D

T
N
ol

8 W. Feller, "An introduction to probability theory and its applications,” (MfZ23 i 58l Si6) 1957

10
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HULTE, N T UM HEC ISR B AR, B PR I S R X AR AR 7 AT
BERIEE, A LIEIZIE N Bl & AR BENE AL _E IR

o) q ]
Ake-2 ()R ifk<z
o ifk >z
1x=0

NI IBE, 3 G0t e R 1 KA

© e-Aq z-k
(1- — )

k=0 Kklp

5N R CiE AR

#include <math.h>

double AttackerSuccessProbability(double g, int z)

{

doublep=1.0-q;

double lambda=z* (q / p);

double sum = 1.0;

inti, k;

for (k=0; k <=z; k++)

{
double poisson = exp(-lambda);
for (i=1;i<=k;i++)

poisson *=lambda / i;



PAF T — AP BT B TR L

sum -= poisson * (1 - pow(q / p, z - k));

}

return sum;

}

MHBATIBSH, AT DGR R AR, RIS 20 1650 .

24q=0.11}

z=0  P=1.0000000
z=1 P=0.2045873
7=2 P=0.0509779
z=3 P=0.0131722
z=4  P=0.0034552
z=5  P=0.0009137
z=6  P=0.0002428
z=7  P=0.0000647
z=8  P=0.0000173
z=9  P=0.0000046
z=10  P=0.0000012
%q=0.31

z=0  P=1.0000000
z=5  P=0.1773523
z=10  P=0.0416605
z=15  P=0.0101008
z=20  P=0.0024804
z=25  P=0.0006132

z=30

P=0.0001522

42btc.com

12
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z=35 P=0.0000379
z=40  P=0.0000095
z=45  P=0.0000024

z=50  P=0.0000006

SRAFEAP<0.1%[12fH :

N{#P<0.001, N
q=0.10 z=5
q=0.15z=8
q=0.20z=11
q=0.25 z=15
q=0.30 z=24
q=0.35z=41
q=0.40 z=89

q=0.45 z=340

12.45%

FAEBLIR I T — AT EE PR T3 R G0 BATESETHE Tl K 1R m K
P24 JR B, BARIXRI RGO A BUR AL 1 oA Sz, (BRA R BEIIEXES AT T
fE ISR, BATER T R A AR AR ML R S R RAL A S I A THE R, R
FER S R BERS R 4 K 2 BN CPUTHIRRE Sy, BEAE A it & S S B M AR 52 S e 3¢
2L R R 2 A AE TR S5 R BRI T R IR AR RER R A AT Y, AR AR D
M. B EHATENA O, B TS E B RS EEMER, FrelR
i BB T HERITT . 19 fUF] DABEIN BT R2%, AR I W 28 thARH 2 5, RO R
i B e B USCR TIHIA] ) A AR B AR RI AT 9 fUE I B CHICPUTHSE JpEAT #5058, Rk
AT A R R ATRA A, ARATA KA A R X R R R TL B IR, JFIEZEETC R X B
ZJERERK X P AR R4 . ARESRALE T —ANP2P LT 5% T AR G0 FIT it B 10 A 0 DU Rl it
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